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IIpaBuia mo obecneyeHHuI0 HH(POPMANMOHHOH 0e30acCHOCTH Ha paboueM MecTe

1. BBenenue

Hacrosimue nmpaBuina npeqHasHadeHsl Uil 0053aTeIbHOTO O3HAKOMJIEHUS BBIIECICHHOMY B
YOUIT PAH corpynHuKy, oTBedalomeMy 3a HHGOPMAIMOHHYIO 0€30macHOCTh, TIpH
UCIIOJIb30BaHUU CPEJICTB KpANTOrpaguyecKoi 3ammTel HHPOPMAIMK U paboTe B 3alIHINEHHON
TEJIEKOMMYHUKAITUOHHOH CHCTEME.

2. OcHOBHBbIE IOHATHSA

Cucmema — aBTOMaTH3UPOBaHHAS HH(POPMAITMOHHAS CHCTEMA IIepeadl U IprueMa HHOpMAaIHi
B OJIEKTPOHHOM BHJIE II0 TEIEKOMMYHHKAIlMOHHBIM KaHAJaM CBS3H B BHUJAC IOPHIUYECKH
3HAYMMBIX 3JIEKTPOHHBIX JOKYMEHTOB C HCIIOJH30BAHHEM CPEICTB 3JEKTPOHHOH IH(PpPOBOM
TIOJTITHCH.

Cpeocmeo kpunmozpagpuueckoii 3augumsl ungopmayuu (CK3H) — cpecTBO BEIUUCIUTENEHON
TEXHHKH, OCYIIECTBILIIONIee Kpunrorpadpugeckoe mpeoOpa3oBaHue HHGOpPMANMU  JULI
obecniegeHus ee 6€30IMaCHOCTH.

dnekmponnaa uugposeaa noonuce (ILII) — PpPEKBU3UT OJIEKTPOHHOIO JOKYMEHTAa,
IIpeIHa3HAYE€HHBIA JIUII 3alUTH] JAHHOTO JIEKTPOHHOIO JOKYMEHTa OT IOIEIIKY, TOJy4YCHHEIH B
pe3ynbTaTe Kpunrorpadudeckoro mpeodpazoBanus HHGOpPMAIUU ¢ HCIIOIB30BAHUEM 3aKPBITOIO
KJIF0Ya 3JIEKTPOHHOHM I(pOBOH IOANKCH ¥ MO3BOJLIIOMMK HACHTHGHIUPOBATH BIAAENbIA
cepruduKara KIFO4a ITOANUCH, a TAK)KE€ YCTAaHOBHTH OTCYTCTBHE MCKaXKEHHS HHQOpPMALUU B
3JIEKTPOHHOM JOKYMEHTE.

Cpeocmea JI]II — annapatHble U (WIH) IPOrpaMMHEIE CPEJICTBA, 00ECIIEUNBAIOIMUE PEATH3AIUIO
XOTs OB ONHOM W3 CIEAyIOIMX (GYHKIUH — CO3MaHHE JJIEKTPOHHOW IH(POBOH NOANHCH B
SJIEKTPOHHOM JOKYMEHTE C HCIIOJIb30BAaHHEM 3aKpHITOrO KII04Ya 3IEKTPOHHOH NHUGPOBOH
IOIIMCH, MOATBEPIKIEHHE C HCIIONB30BAHHEM OTKPBITOrO KJIIOYa 3IeKTPOHHOH HubpoBOi
HOIHUCH IOAIMHHOCTH JIEKTPOHHOM I(POBOI MOANHCH B 3JIEKTPOHHOM JOKYMEHTE, CO3/[aHUe
3aKPHBITHIX M OTKPBITHIX KITIOUEH JIEKTPOHHBIX MUGPOBBIX MOAIMCEH.

Cepmudpuxam cpeocmea SI]II — noxymeHT Ha 6yMa)KHOM HOCHTEJIE, BBIIAHHBIA B COOTBETCTBHH
C NpaBWIAMH CHCTEMBI CEPTH(OUKAIMK I HOATBEPXKACHUS COOTBETCTBHA cpencrBa OLIII

YCTaHOBJIEHHBIM TPEOOBaHHM.
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3akpvimeorii knrou II[II — yHUKaNbHAS MOCIENOBATEIFHOCTh CHMBOJIOB, W3BECTHAS BIIANEIIBILY

ceprudukaTa KIr0Ya MOANNCH U NpeAHAa3HAUYeHHas U1 CO3JaHHs B JJIEKTPOHHBIX HOKYMEHTAaX
3JIEKTPOHHOU MUGPOBOI MOIINCH ¢ UCHONB30BaHuEM cpeacTs OLIIT.

Omxpoimoti kutow DI[II — yHUKaNbHAsS IOCIENOBAaTENIBHOCTH CHMBOJIOB, COOTBETCTBYIOIIAS
3akpeiToMy kimouy OIIII, mocTymHas 1r000My ITONB30BATENIO0 HHMOPMAIMOHHOM CHCTEMBI U
NpedHa3HaueHHas JUII TIOATBEP)XKIOCHUS HCIonb3oBaHueM cpenctB OLII  mommmeHOCTH
3JIEKTPOHHOM MU(GPOBOM MOIITUCH B SIEKTPOHHOM JOKYMEHTE.

Cepmudgukam knioua noonucu (cepmugpuxkam) — TOKYMEHT Ha OyMaKHOM HOCHTENE WM
QJIEKTPOHHBI NOKYMEHT C OJJIEKTpOHHOM IH(POBOY IMOANKCHIO YIOJIHOMOYEHHOIO JIHIA
YIOCTOBEPSIONIETO IEHTPa, BKIIOYAIOIUH B ce0s OTKPBITHIN Kiod ImudpoBanus w/mwm JIII1,
KOTOpBIE BBINAIOTCS YIOCTOBEPSIOMUM IIEHTPOM YYaCTHHKY HHGOPMAIMOHHON CHCTEMBI UL
MIOATBEPXKACHUSA MOAIMHHOCTU 3JE€KTPOHHOK NUGPOBOM MOANKCH, HACHTH(GHUKAINY BIaJeIbIla
cepTuduUKaTa KJIro4a IIOIUCH U/UIK 00ecTIedeHUs KOH(DUICHIIMATHPHOCTH HHPOPMAITHH.

Bnaoeney cepmuguxkama (nonvzoeameny) — (QuU3MUECKOE MO, HA UM KOTOPOTO
YIOCTOBEPSIOIIUM IIEHTPOM BBIIaH CepTHQUKAT KIIOYA MONIHUCH K KOTOPOE BIAJIeeT
COOTBETCTBYIOIIAM 3aKpPBITBIM KIIFOUOM 3JIEKTPOHHOU IUGPOBON MOIIUCH, MTO3BOJISIONIMM C
nomompro cpeacts JLII cozmaBaTs CBOIO 3JIEKTPOHHYIO ITU(PPOBYIO MOANHUCH B 3IEKTPOHHBIX
JIOKyMEeHTax (IIOANHUCHIBATE SJIEKTPOHHBIE JOKYMEHTEI).

Iloomeepotcoenue noonuUHHOCMU INEKMPOHHOU UUPPOBOU ROORUCU 6 INEKMPOHHOM
OOKyMeHme — MOJIOXUTENBHBIM pe3yabTaT IPOBEPKU COOTBETCTBYIOIIUM CEPTH(GHUIUPOBAHHEIM
cpeacteoM OIIII ¢ wmcnonp3oBaHMEM cepTHHKATAa KIIOYa IOANUCH IPUHAMIEKHOCTH
3JIEKTPOHHOU ITU(PPOBOM MOAIMCH B 3JIEKTPOHHOM JOKYMEHTE BIaJelbIly cepTu(dUKaTa KIroda
IIOAIIMCH ¥ OTCYTCTBHS HCKaXCHHUM B ITOAIIUCAHHOIO JAHHOH 3IIEKTPOHHOM THU(POBOIM HOIIUCEHIO
3JIEKTPOHHOM JTOKYMEHTE.

Komnpomemayusa knrouwa — yTpaTta JOBEpUS K TOMY, YTO HUCIIONB3YEMBIE KITFOYH 00ECIIEIUBAIOT
6ezomacHOCTh HHGOpManuu. K cOOBITHAM, CBI3aHHBIM C KOMIIPOMETAITHEH KIFOYEeH OTHOCSITC,
BKJIFOYasi, HO HE OIpPaHUYUBAsICh, CIECAYIOIINE:

— TloTepst KIFOYEBBIX HOCHTENEH.
— IloTeps KIIFOYEBBIX HOCUTEINEH ¢ UX MOCIICIYIONTHUM OOHAPYKEHHUEM.
— VBoJbHEHHE COTPYAHUKOB, UMEBIIHX JTOCTYI K KIFOUEBOM HHAOPMAIIHH.

— Hapymenwve npaBui XxpaHeHHS B YHHUTOXKEHUS (TI0CIIe OKOHYAHUSI CPOKA IEUCTBHUS) CEKPETHOIO
KITFOYa.

— BosHumkHOBeHHE TONO3pEHHM Ha YTe4Ky HHGOpPMAamu{ WIH e¢ HCKaKEHHE B CHCTEME
KOH(UICHITNATHHOM! CBI3H.

— Hapymenue nedatu Ha celie ¢ KIFOYeBEIMHA HOCHTEISIMH.
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- CJIy‘IaI/I, Korzma HeJIb3s JOCTOBEPHO YCTAHOBUTH, YTO IIPOU30IIO C KIIFOYEBBIMU HOCUTECILIMUA (B

TOM 4YHCJIE CIydYad, KOTZa KIIOYEeBOM HOCHTENb BBINEN H3 CTPOS H JIOKA3aTeNbHO HE
OIPOBEpPTHyTa BO3MOXHOCTH TOTO, 4YTO, JAHHBIA ()aKT MPOU3OIENT B  pe3yibTare
HECaHKIIMOHUPOBAHHBIX AEHCTBHI 37I0YMBIIUICHHHUKA).

3. O0mue NpUHIMIBI OPraHU3aNuM 3amUTHI HHpopmanuu B Cucreme

Kpunrorpapuueckas  moacuctema  CHCTeMBI ~ ommpaeTcs  Ha  OTEYECTBEHHOE
3aKOHOJATENECTBO B 00sacTy 3amuThl HHGOpManuu, B ToM uucie, Ha aeictyromue ['OCT u
pykoBomsmue nokyMeHTBl @Cb u ©CTOK, a taxxke Ha MexIyHapomHbBIA cranmapT X.509,
OIIPEIEILAIOIIH IPHHLUIIBL X IPOTOKOJIBI, HCIIOIb3YEMBIE IIPU IOCTPOSHUH CUCTEM C OTKPHITHIMHU
KITFO9aMH.

WudpacTpykTypa OTKPBITEIX KIIOUEH — 3TO CHCTEMa, B KOTOPOH KaKIbId ITOJIE30BATEh
HUMeeT Iapy KIIIo4ed — CEeKpPEeTHBIN (3aKPBITHIM) M OTKPHITHIA. [Ipy 3TOM MO cCeKpeTHOMY KITIOUy
MOXXHO IIOCTPOUTH COOTBETCTBYIOIIMK €My OTKpBITHIM KIIOY, a OoOpaTHOe IpeoOpa3oBaHUE
HEOCYIIECTBIMO HIIH TpeOyeT OTpOMHEBIX BpPEMEHHBIX 3arpaT. Kaxmplil moap30BaTelb CHCTEMBI
TeHepUpyeT cebe CEKPETHBIA KIIFOY, BBIYUCIAET IO HEMY OTKPBITHIA KIIFOY, M, COXPaHAA CBOMU
CEKPETHBII KIIIOY B CTPOrOM TaifHe, JeaeT OTKPBITHIM K09 o0menocTynHbM. C TOYKH 3pEHHS
HHOPACTPYKTYPBl OTKPHITHIX KIIOUYeH, ImMupoBaHHE IpeAcTaBisieT coboif mpeobOpasoBaHue
COOOIIEHHUSI, OCYIIECTBIIIEMOE C TIOMOIIBIO OTKPBITOTO KITF04a orydaTess HHpopmanmu. Toapko
[IOJIydaTenb, 3Has CBOM COOCTBEHHBIM CEKPETHBIM KIIFOY, CMOXET IIpOBECTH 0OpaTHOE
npeobpa3zoBaHWE W IPOYUTATH COOOIIEHUS, a OOJNBINEe HUKTO CIENIAaTh 3TOTO HE CMOXXET, B TOM
YHCIIe — U CaM OTIPAaBUTH MUGPOrpaMMEL. DIIEKTPOHHAS ITOAIUCH B HHYPACTPYKTYpe OTKPBITHIX
KIIFoUelt — 3T0 IIpeobpa3oBaHue COOOMEHNE C HOMOIIBIO CEKPETHOr0 KIIF0Ya OTIIpaBUTeN. JIro0oi
XKETAIOIMUH MOXET IIPOBECTH 00paTHOE IpeoOpa3oBaHue, IPUMEHUB O00IIETOCTYITHBINH OTKPHITHIH
KJTIOY aBTOPa TOKYMEHTa, HO HUKTO HE CMOXET HMUTHPOBAThH TAaKOH JOKYMEHT, HE 3Has 3aKPBITOTO
KJIF04Ya aBTopa.

OO6s3aTeNbHBIM  YYaCTHUKOM JTE000H HHOPACTPYKTYPHl OTKPBITHIX KIIFOUEd sIBIIIETCS
YaocToBepsrOmuil EHTP — IPOrpaMMHO-aNNapaTHBI KOMIUIEKC M CHCTEMa MEpPONPHUATHH,
BEIIOJHSIOIMUE QYHKIUU IIEHTpa JTOBEpHUS BCEH CHCTEMBI JOKyMEeHTooOopoTa. I'1aBHas 3amada
YIOCTOBEPSIOIIEr0 IIEHTPa 3aKII0YaeTCS B BBIIYCKE CEPTH(PHUKATOB OTKPBITHIX KIFOYEH
MOJIb30BaTENell CHUCTEMBI JOKyMeHTooOopoTa. Ceprudmkar OTKpBHITOIO KIF09a — 3TO
9JIEKTPOHHBIA JOKYMEHT, 3aBEPEHHBIN 3JEKTPOHHON MOINMCHI0 Y OCTOBEPSIOIIEro LEHTpa H
3aBepsIONIHi (aKT BIaJEHHS TOTO M MHOTO yJacTHHKa HOKYMEHTOOOOpOTa TeM WM HHBIM
OTKPHBITHIM KJIX0YoM. braromaps ceprudukaram, IoIb30BaTeIH CACTEMBI MOTYT OIIO3HABATE JPYT
Ipyra, a, KpoMe TOro, IPOBEPATh IPUHAUISKHOCTh 3JICKTPOHHOH IONIMCH KOHKDETHOMY
aOOHEHTY H IEJIOCTHOCTh (HEM3MEHHOCTH) COJEpXKAaHHS IOAIMCAHHOIO 3JIEKTPOHHOTO

JOKyMEHTA.

IIpeo6pa3zoBanms COOOIIEHHH ¢ HCIIONB30BaHMEM KIIFOYEH JOCTATOYHO CIIOMKHBI M MPOM3BOAATCA
ABTOMATHYECKH C IIOMOMIBIO CIEHMATBHBIX ITporpaMM. B CrcreMe [ 9THX [eNel HCIOIb3yeTCs
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CK3U «Kpuntollpo CSP»!. CK3U «Kpunrollpo CSP» — 3T0 mporpamma, KOTopas pemaer

OCHOBHBIC 3a1a49H 3alIUThI I/IH(bOpMaIII/II/I, a UMCHHO!

e 3amMTa OT HECAHKIMOHMPOBAHHOIO JOCTylla — aBTOMAarH4eckoe IMuGpoBaHHE BCEX
9JIEKTPOHHBIX TOKYMEHTOB, KOTOpPBIE O0pAIIalOTCs B CHCTEME;

e IOATBEPXKIEHHE aBTOPCTBa OOKyMeHTa — npuMmeHeHwe OILIII, koTopas aBTOMAaTHYECKH
CTaBHTCA Ha BCE BO3HUKAIOIIME B CHCTEME 3JICKTPOHHBIE NOKYMEHTHI; KOTOpasl IO3BOJIIET B
IIOCIIEICTBUH pEINaTh Ha 3aKOHOIATEIHHO 3aKPEIICHHOM OCHOBE JIIOOBIE CIIOPHI B OTHOIUIEHHM
aBTOPCTBA JOKYMEHTA;

e ofbecrmeueHne HeoTpekaeMocTH HOKymeHnTa — mnpumenHerue OLII u oOs3arensHOE
ABTOMATHYECKOE PE3EPBHOE KOMMPOBAHUE BCEX TOKYMEHTOB Ha CEPBEPE CUCTEMBI, y OTIIPABUTEILSA
U TOJTydaTelisl; MOANUCAHHBIM JOKYMEHT 00nafaeT IOpHIWYECKOH CHJIOHM ¢ caMOro MOMEHTa
TIOJIIIACAHNS U HU €ro CoJep)kaHue, HU caM (aKT CyIIecTBOBAHHUS JOKYMEHTa HE MOTYT OBITH
OCITOpEHBI HUKEM, BKITFOYast aBTOpa JOKYMEHTa;

» oOecreyeHus ETOCTHOCTH ToKyMeHTa — npuMmenenue D111, koTopas conepxut B cebe Xor-
3HaueHUe (YCIOXXHEHHBIM aHATOr KOHTPOJIHHONH CyMMBI) IOJAMKCHIBAEMOrO JIOKYMEHTa; IIpU
IIOIBITKE U3MEHUTH XOTSA OBl OJWH CHMBOJI B JOKYMEHTE WM B €0 IOJIUCH IOCIE TOTo, Kak
JOKYMeHT ObUT moamucan, Oyaer Hapymena D111, gyro OyneT HeMeIeHHO TUarHOCTUPOBAHO;

*  ayTeHTH(HKAIM IOJIH30BATENSI B CHCTEME — KaXKIBIH pa3 IIpH Havajle ceanca paboThI cepBep
CHCTEMBI ¥ II0JIh30BaTE b aBTOMAaTHYECKH IPENBSBILIIOT IPYT APYTY CBOH CEPTU(HUKATEI U, TAKAM
00pa3oM, u30eraroT OIaCHOCTH BCTYIUTH B HHQOPMAIIMOHHBI OOMEH ¢ aHOHUMHBIM JIAIIOM KA
C JIAIIOM, BBIIAIOIIUM ce0sl 32 IPyTOTo.

VYpoeHs 3amumeHHocTr nHbpopMaruu B CHcTeMe B IIEJIOM PaBHAETCS YPOBHIO 3alUIECHHOCTH
HHGbOpPMAIIMY B CAMOM CJIab0OM MECTE CHCTEMBI, KOTOPEIM SBJISIETCS pabodee MECTO IOJIB30BaATEIS.
3a cOXpaHHOCTH HH(OPMAIHHU 0 TOTO MOMEHTa, KaK OHa HaulHAaeT 00pabaThIBaThCSA B CHCTEME,
HECET OTBETCTBEHHOCTH TOJBKO €€ BIIAJENIEl], X B €ro CHJIaX 00€30IacHTh ceOsi OT BO3MOIKHBIX
HETaTUBHBIX ITOCIIEACTBUH, CBI3aHHBIX C YTEUKOMU, pa3rilalllecHAeM HWIH UCKAKCHUEM TaHHBIX.

4. Ilopsaxok aeiicTBHIl OIB30BATES

ABTOMaTH3MpOBaHHOE pabouee MecTto moib3oBarens Cucrembl ucmonb3yer CK3U mms
obecrieueHys EeI0CTHOCTH, aBTOPCTBA M KOH(DUACHIIMATEHOCTH HH(pOpMaIuy, epeiaBaeMoi B
paMKax HHGOPMAITMOHHON CHCTEMBL.

Ilopsmox obecnedeHuss wHQOpMAIMOHHOM Oe3omacHOcTH mpu pabote B CHcTeMe
ompezelseTcs opraHusanuel, nmomxmovaromeiics k Cucreme, Ha OCHOBaHHH JEWCTBYIOIIETO
POCCHIICKOT0 3aKOHOAATENBCTBA B 00JIACTH 3aIMUTHI HH(POpMAIHH.

! B HekoTOpBIX cucTeMax ucnoissyercs CK3U «Kpurnro-TIpo JSPy, ananorudssie mo dynxmmv CK3U
«Kpunrollpo CSP».



Buanenen ceprudukara Kiroda o0si3aH:

. He ucmons3oBate i 371€KTPOHHOH IM(POBOIM moamucy W mupOBaHUS OTKPHITEIE U
3aKpBITHIE KJIIOYHM, €CIH €My MW3BECTHO, YTO OTH KIIOYM HCIOJIB3YIOTCS WK
HCIIOJIb30BAIIMCH pPaHEe.

- XpaHUTH B TallHE 3aKPHITHIN KITIOY.

. Hemennenno tpeboBaTh MPHOCTaHOBICHUS NEUCTBHS CepTU(UKATA KIFOYA IIPH HATAIHH
OCHOBaHMM I10JIaraTh, YTO TaliHA 3aKPHITOr0 KIIF0Ya HapyIIeHa (KOMIPOMETAIHs KITF0Ya).

. OGHOBIATH cepTH(UKAT KIFOYa IIOJUHCH B COOTBETCTBHH C YCTAHOBIEHHEIM
PETIaMEeHTOM.
Pexomenayercsi:

VYcranoBka u Hactpoiika CK3U Ha ABTOMaTm3mpoBanHOe pabodee Mecto (APM) momkua
BEINIOIHATECA B IpUCYTCTBHH coTpyaHuka OUT. [lepen ycTaHOBKO# HEOOXOIMMO IIPOBEPUTE
LENOCTHOCT Iporpammuoro obecnedenus CK3U. 3anpemaetcs ycranaBmusate CK3U,
[EJIOCTHOCTH KOTOPOTo HapyIleHa.

S. PexoMeHIyeMble OPraHH3AIHOHHO-TeXHHIECKHE MEPHI 0 00eCeIeHHI0
uHpopmanuonHol 6e3onmacaoctu B YOUI] PAH

B Y®UI] PAH nomxeH OBITH ONIpENENCH W YTBEPXKICH IMOPANOK ydeTa, XpaHCHHS H
UCIOIB30BaHUA HOCUTeNeH K modeBod wmHpopMamuu c¢ 3akpeiTeiMa  Kmodamu DIl u
mu(poBaHKs, KOTOPEIM JOJKEH IOJHOCTHIO HCKIIOYaTh BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOTO
JOCTyIa K HUM.

JlomxeH OBITH YTBEP)KICH IPHUKA30M CIHCOK JIKI[, HMMEIOIIHNX IOCTYI K KIFOUEBOU
uHpOpMaITIH.

Jla xpaneHus HocuTenel 3akprIThix Kimodeit D111 u mudpoBanus B IOMEIMEHUIX TOJKHEI

yCTaHaBIMBAThCS HaIeXKHBIE XpaHWIHINA (CEHPHI)

Pexomennyercs mcmonp3oBaTh APM cO BCTpOGHHBIMH CpPEACTBAMH KpPHUITOrpadUIecKOH
3allUTEl B OJHOIIOJIb30BAaTEECKOM pEXHME. B OTHENpHBIX Cilydasx, IpH HEO0OXOIMMOCTH
ucnonb3oBaHusd APM HECKONBKUMU JIMIIaMH, 3TH JIHIA JOJDKHBI 00J1aaTh paBHBIMH IIpaBaMHU
JocTyTa K ”HGOpMAaIuH.

IIpu 3arpy3ke onepanliOHHON CHCTEMBI ¥ IIPY BO3BPAIEHNH I10CIE BPEMEHHOI'O OTCYTCTBHS
II0JIb30BaTeNd Ha pabodeM MecTe JOJDKEH 3allpallluBaThCsA apoJib, COCTOSINMN HE MEHEE 9EM H3
6 CUMBOJIOB. B OTHENBHEIX CiIydasx IPH HEBO3MOXKHOCTH HCIIOJIB30BaHMUS IIapOJIBHOM 3aIlUTHI,
nmomyckaercss 3arpy3ka OC 06e3 3ampoca mapons. IIpm 3ToM HOMKHBI OBITH peaTW30BaHBI
JIOTIOJTHATENIFHBIE OPraHW3alMOHHO-PE)XXUMHBIE MEpHI, MCKIIIOYAIOIAe HECAHKITMOHHUPOBAHHBIN

moctyn K 3tuM APM.
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I[OJ'DKHBI OBITH IPUHATEL MEPBHI II0 HCKIIOYEHUIO HECAaHKIIMOHHMPOBAHHOI'O JOCTyIa B

IOMEINEHHs, B KOTOPBIX YCTAHOBJIEHEI TexHIdeckue cpenctsa APM co Berpoerrsvu CK3U.

JIODKHBI OBITH MIPEIyCMOTPEHBI MEPHL, HCKJTFOYAFOLIHE BO3MOYXHOCTH
HECAHKIMOHHPOBAHHOIO W3MECHEHHs ammapaTHOW 9acTH pabodell CTaHIMM C yCTaHOBJICHHBIMU
CK3H1.

Vceranonennoe Ha APM mporpammHoe obecrnedeHHe HE NOJDKHO COJEPIKATh CPENCTB
pa3pabOTKM ¥ OTIAJKA IIPUTIOXKECHHH, a TakKe CPEICTB, IO3BOJLIIOIIUX OCYINECTBIIATH
HECAaHKIIMOHUPOBAHHBINA JOCTYII K CHCTEMHBIM PECYPCAM.

A,I[MI/IHI/ICTpI/IpOBaHI/IC JOJDKHO OCYIIECTBILITHECA JOBEPCHHBIMHU JIMITAMHU.

Heo6xomumo cpenctBamu BIOS HCKITIOUHTE BO3MOXHOCTH ceTeBOoM 3arpy3ku OC pabouei
CTaHIIUH.
Heo6xomumo cpenctsamu BIOS umckimogats Bo3MoxHOCTE paboThl Ha [I9BM, ecnu Bo BpeMs
ee HauyaJIbHOM 3arpy3Kd He IIPOXOAAT BCTPOCHHBIE TECTHL.

BxoxneHue mosip3oBareneil B pexuM KoHurypuposanus BIOS mratHEIME cpencTBaMu
BIOS 1momxHO OCYIIECTBIATHCA TOJNBKO C HCIOJIIB30BAHMEM IIapOJIBbHOM 3alUTHl IPU JIMHE
IapoJisi He MeHee 6 CUMBOJIOB.

ITpu ucnoms3zoBanuu OC Windows 98/ME/NT/2000/XP/Vista Bce mons3oBaTed padbodei
CTaHIIMM JOJDKHBI HMMETh IIpaBO JOCTyIma KO BCeH KOHGUACHIMAILHOW WHGPOPMAIIH,
o0pabaTpIBacMOit Ha ATOH CTaHIIHH.

ITpr ucmomszoBanmu OC Windows NT/2000/XP/Vista mpuHATE MEpHI, HCKIFOYAIOIIHE
JOCTYII ITOJI30BATENSI K CHCTEMHOMY PEECTPY.

Heo6xoauMo orpaHuuuTh JTUOO0 HCKIIOYUTH HCIIONB30BAHUE IPOTPAMMHOIO IIPOIYKTa
Scheduler (mranupoBmuk 3amanuii), Bxomsmero B coctaB OC Windows. [Ipu mcmons3oBanun
Scheduler cocras 3amyckaemoro nporpammuoro obecredenust Ha APM cornmacossBaercs ¢ OUT.

IIpu wucmoms3oBapmu OC Windows NT/2000/XP/Vista HCKIIIOYHTH BO3MOXHOCTH
YOUICHHOTO  pPElaKTHPOBAaHHS  CHCTEMHOIO  peecTpa  IIONB30BATEIIMH  (HMCKIIFOYas
aJIMIAHHUCTPATOPA).

IIpu wucnonp3oBanmu OC Windows NT/2000/XP/Vista mepeMMeHOBATH IOJB30BATEIIS
Administrator, OTKIFOYHTH YYIETHYIO 3aIIUCh 715 rocTeBoro Bxona (Guest).

B cimydyae yBOJBHEHHS WM IEPEBOJA B Ipyroe mojapaszieicHue (Ha APYTYIO HOJDKHOCTB),
U3MEHEHUS (GYHKIMOHATBHBIX O0sS3aHHOCTEH COTPYIHHMKA, MMEBINETO0 JOCTYN K KIFOYEBBIM
HocutensM (DI u mudpoBanus), [omKHA OBITE IPOBEIEHA CMEHA KITF0YeH, K KOTOPHIM OH UMENT

JOCTYIL.
He nomyckaercs:

. CHumaTth HECCaHKITHOHUPOBAHHBIC KOIIHH C KIIFOYCBBIX HOCHUTEIICH.
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* 3HaKOMHUTH C COOCPIKAHUEM KITHOYEBBIX HOCHUTEJICH UITH II€peaaBaTh KIIXOYCBBIC HOCUTECIIA

JUIaM, K HIM He JOIYIEHHBIM.
. BriBoauTH cekpeTHBIE Kitou Ha nuciuied (Morutop) IIOBM umm npusTep.

. VYcraHaBnmuBaTh KIIOUEBOH HOCHTENh B CUMTHIBAIOIIEE yCTpoHcTBO (auckoBon) IITOBM
APM, He npeaycMOTpEeHHBIX (YHKIIMOHUPOBAHIEM CHUCTEMBI, a Takxke B fpyrue [[OBM.

° 3amucEBaTh Ha KJIFOUYEBOH HOCHTEIIb IIOCTOPOHHIOIO I/IH(bOpMaIII/IIO.

e XpaHI/ITL IIapoJId B BUAC 3amucei Ha 6YMa>KHOM HOCHUTCIIC.

6. Yaer aeiicTBuHii Mo 3amuTe HHPOPMANUOHHOM 0€30IaCHOCTH

HeiictBus, cpsa3anHble ¢ akciuryatamuedr CK3U, momxHBI (QHUKCHpOBaTHCS B JKypHAIE,
KOTOPEIH BeJIeT JINIO0, OTBETCTBEHHOE 3a obecriedeHne HHPOPMAITMOHHOM 0€30I1aCHOCTH.

B xypHaie MOXXeT OTpaKaThCs CIEAYIomas HHGOpMAITHSL:

. JaTa, BpeMs;

. 3a[UCh O KOMIIPOMETAIUH KJIFOYa,;

. 3aMKCh 00 M3rOTOBJIEHHUH JIHYHOTO KJIFOYEBOTO HOCHUTENS IOJIb30BaTeNd, HACHTUDHKATOD
HOCHTEILS;

. 3amuch OO0 M3TOTOBIEHUH KOIMM JIMYHOIO KIFOUYEBOIO HOCHTENS IIOJIb30BaTEN,

UACHTU(UKATOP HOCUTEILT,

* 3amuch 00  H3TOTOBIICHHUH PE3€PBHOTO0  KIIFOYEBOI'O  HOCHTCII  IIOJIB30BATEIIA,
I/IIICHTI/I(I)I/IKaTOP HOCHTCIIA,

. 3aIIUCh O MOJyYeHHH cepTUuduKara oTKpsiToro kmova OIIII, momHsl HOMEp KIIFOYEBOIO
HOCHTEJISI, COOTBETCTBYIOIIUH cepTu(HUKaTy;

. 3aIIMCH, OTPAXKAIOIIIE BBIIaYy Ha PYKH II0JIE30BaTEIIM (OTBETCTBEHHBIM HCIIOTHHUTEIIIM)
U C/Iavdy MU Ha XpaHEHHE JINIHBIX KITIOYeBBIX HOCUTENEH, BKIIFOYas PE3€PBHBIE KIFOYEBEIE

HOCHTCIIHA,

. cobpIThs, mpoucxomusume Ha APM moms3oBarens ¢ ycranosnerHeM 110 CK3H, ¢

yKa3aHWEM NIPUYUH U OPEANPUHATHIX IEHCTBHH.



